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Abstract

The rapid development of technologies towards Internet of Things (1oT), has led.to new circumstan
social environment. In healthcare in particular, the use of [oT concepts and technologies make d1a
convenient for the physicians and patients. As mobile applications solutions are, widely acc
secure healthcare service is a new demand for mobile solutions. To protect the privac
domain of healthcare towards IoT, a systematic mechanism is needed. This article pteposes
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mechanism for Health Internet of Things (Health-IoT) to solve above problems%lrlth-loT is promising for both

traditional healthcare industry and the information and communication technologi
trustworthiness, interactive vector was proposed to communicate the end-device

s) industry. From the view of
application brokers. The aim is to

establish a trust IoT application market (IAM), feature.of application in &F?tplace and behavior of applications on

end-devices can be exchanged in mathematical value to establish the connw
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tween market and users.

1 Introduction

The IoT has been became_asmovel paradigm th

rapidly accepted by thef'scenario of moder S
telecommunication. This concept is the pervasive ence
of things or objects around us, such as radio-frequency
identification (RFID) t sors, actuators, mobile

phones, and etc [1]. cyber-physical system,

the IoT integrates f”sensing, identification,
communication, net and informatics devices and
systems, and seamlessIy*Connects all-the people and things
upon interests, so that-anybody;at any time and any place,
through any device and media, can more efficiently access
the informationrefiany object and any service [2].

In recent years, as a modern ICTs, combining advanced
equipment and technology together, IoT is playing an
important role in many different scenarios in our daily life,
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@om smart city to smart home. In health care in particular,
& oT offers potential for constant monitoring of patient’s

symptoms and needs in real time, enabling physicians to
diagnose and monitor health problems wherever the
patient is, either at home or outdoors [3]. With the
development of mobile devices, the popularity of
smartphones has dramatically changed the pattern of
traditional healthcare. Mobile solutions based on IoT are
widely accepted by physicians and patients.

IoT has made considerable progress in developing
sensory devices, but it is broadly accepted that the
technologies and applications of 10T are both in early stage
and distant from mature. Every physical object as a virtual
component in IoT brings unprecedented convenience and
economy, but such extreme interconnection will cost much
more our energy to concern about security and safe [4]. In
addition, the privacy and its right of control is also one of
the most concerned issues in IoT. In the literature, security
and privacy in IoT requirements are described as
following:
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Resilience to attacks: The system has to avoid single
points of failure and should adjust itself to node failures.

Data authentication: As a principle, retrieved address
and object information must be authenticated.

Access control: Information providers must be able to
implement access control on the data provided.

Client privacy: Measures need to be taken that only the
information provider is able to infer from observing the
use of the lookup system related to a specific customer; at
least, inference should be very hard to conduct [5].

Mobile solutions with implementation of smartphones
based on Android or iOS are already intensifying users’
interaction with the environment, to provide myriad
dimensions of information to enrich the user experience. It
faces the challenges is more severe, especially for Android,
because of the open source pattern. Built on the
contributions of the open-source community and hardware,
software, and carrier partners, using Android OS will
significantly reduce the cost and provide the flexibility of
development. The advantage of the open source has also
made it vulnerable to attacks. Plenty of viruses, Trojans,
spywares and malwares flood into application field [6].

In this paper, to satisfy the need for security and privagcy,
a special systematic mechanism based on Android for
Health-IoT.

2 Health internet of things

2.1 Health-IoT ecosystem

The combination of sensors, Wi-Fi, 3G, Il@
Bluetooth has improved measufement and momitering
methods of vital functions' A number of applications can
be finding in the healthcare sector with IoT technologies.
The revolution of 0T 4
with promising econo
base and maturate

the modern healthcare
ial prospects. Large user
tem of traditional mobile
significantly sped up the
development'  of the JoT-powered in-home healthcare
services, so-called Health-loT. A novel ecosystem-driven
design strategy has.been proposed by Pang, and the
implementation for it was finished in the design of an
open-platform based solution [7-9]. The relations of
product and service among different stakeholders, capital
flows and information flows are shown in Fig. 1. In this

internet service h

ecosystem, many roles in different society domains are
involved. Many stakeholders in the ecosystem such as

healthcare service providers, healthcare financial sources,
content providers, telecom operators and etc. are not on
focus. In order to adapt to the development of mobile
medical treatment, this paper pay more attention on
application domain in healthcare. Application designer,
platform provider, and application store can be given a
joint name, so-called Application Broker. Application
broker, the distribution of the applications for healthcare is
one of the most important parts. It determines the user's
experience and service quality. Therefore the applications
are distributed through application'market which can offer
consumers and application developers more fairg in the

ecosystem. 6
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In view of application broker, application store which

so-called application marketplace as normal, is the major

part to control the distribution of application. So, the
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Healthcare
financial
sources

application marketplace for Health-IoT will be mentioned
next chapter.

2.2 Health-IoT application marketplace

In the Health-IoT ecosystem, application marketplace is
key note for patient and other stakeholders. As is shown in
Fig.1, application store as the marketplace, it is directly
linked to application designer and patient. Application on
terminal device is the actual form of the service which is
provided to patient. The proliferation of smartphones is
application
market (MAM) where various applications are distributed
and traded. Apple app store and the google android market
are important channels for distribution [10]. According to

driving the rapid growth of mobile
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researches on MAM, distribution of applications presents
two forms:

Independent mode: This mode is widely used for
corporation which has independent hardware platform.
Apple Inc. and its business model is a significant and
typical Apple applies
centralized authentication of apps for Apple’s devices.

Non-independent mode: This mode receives more
support than the independent one. It attracts hardware,

example. application  store

software and carrier partners. Google and the open-source
mobile operating system (OS) is the most successful one.
Google Android market just one of markets for Android
applications, many third-party markets contributes on the
distribution of applications.

A dedicated application market for IoT, so-called the
IAM, is expected to be an effective approach for service
distribution in the era of IoT [11]. Based on the above
cooperative ecosystem, the development of applications
will be an important driving force to improve healthcare
In different health specific
applications are in vogue at Android market. Patient can

services. issues, many
get help with applications which assist measure, monitor
and record physical signs, such as blood pressure, blood
glucose, heart rate, and etc. Smartphones are often used by
patient and medical personnel, because it facilitates the

capability of mobility and privacy protection.
3 Model and mechanism

3.1 Model for health-IoT

Apps on users’ smartphone require permissionss«;iize
smartphone system functionality to read and write user
data. Users are often” confused by /the complexity of
fine-grained permissi declares the required
permissions, but users to’ care about that. Many
d to help users to observe

applications have b
authorized permission
principle of those apps.is out the'scope of our research. It
is believe that detecting and reporting behavior of app is
not a difficult thing.

TaintDroid [12] is used to detecting what app has done
with the privacy on users’ smartphone. On the smartphone,
the following aspects are concerned:

Identification: IMEI; IMSI; SIM card identifier; Device
serial number; phone number.

monitoring their behavior. The

Content: User account information; SMS; Address Book;
Location.

Using TaintDroid can be convenient and quickly
observe the results for monitor the real-time privacy on
users’ smartphones. Interactive vector, it is a vector that
indicates the trustworthiness of applications. Interactive
vector plays the role as a bridge to communicate the
end-users and IAM. Interactive vector includes evaluation
vector and feedback vector. PA and®Health-loT 1AM
decide the privacy regulation together [ 13].

3.2 Mechanism for health-IoT

The implementation of [AMswith model galth-loT
is convenient and trusted application distni ay. The
application for a.particular Healtlh® Qice should be
distributed through the applicati
healthcare services deal wi

rket, because the
s of end users which
are much more sensiti
devices and  applic r the patient should be
controlled ‘and trust privacy regulations should be
applied to each pa ant of healthcare means provides.
Security privacy mechanism is one of the technical

he benefits of all stakeholders, and it will

means to
balancg t@ght of control in the ecosystem. PA as third

pa rvisor is to empower the patients to believe
ice providers, content providers and telecom operators
really protect their privacy. Based on above

Q;nsideration, under the model for 1AM, the security

G

schemas with IAM are proposed in Fig. 2 [13].

As illustrated by the step 1~10 in Fig. 2, to launch a
particular Health-IoT app to the IAM, the enterprises as
service providers should get authentication from the PA
first. PA handover cryptography credential to each actor.
During the period of monitoring, end-users generates
feedback vector, and send it to PA and IAM. IAM collects
the feedback vectors, and calculate the next evaluation
vector should be published. The information from service
provider to patient are illustrated in step 20~23. Each
transmit step encrypt by different secret diffused from PA.
Content provider and telecom operator have no access to
the messages. In step 31~35, application broker redesign,
rebuild and redistribute for application which is not
satisfied for patient.
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Fig.2 The proposed security and privacy mechanism for Health-IoT, y

4 Vision for rural health service

In rural areas, especially in China, the development of
healthcare lags far behind in cities. Although there is lack
of medical equipment and staffs, the telemedicine give
patient more opportunities to get help from hospital in
cities. The popularity of telecom networks  and
smartphones, reduce the difficult and cost for patient.

The aim of our work is to establish suitable solution_ for
rural medical and healthcare. The <technologies  and
architecture is listed as following:

Medical cloud data center™ (MCDC): rely o@
abundant resources of .the city, Set up large ¢ data
center.

Health application market (HAM): the market offer
trusted application for p

Intelligent medical
let smartphone /be
personal data center.

HAM should realizes
mentioned above..Platform provider affords IMT to satisfy
special usage. Application designer publishes application
in HAM with “authorization from PA. The accepted
application will be supervised by HAM. Patients, who live

T): based on Android,
nication terminal and the

model<and mechanism have

in rural areas, will choose application from HAM to install
for IMT. With application, patient can monitor and upload
physician data to MCDC, download health report and
prescription from MCDC. According to the feedback from

patients, application designer and platform provider

improve their works. ‘
5. Conclusions o

Trust as@em of application is necessary and
sers who concern with their devices’

important@

i privacy. Therefore, more and more security
and app market holders spend energy on it.
ctive vector as an important and primary indicator in

plication marketplaces will help people to choose the
right ones.

This paper reviewed the current state of art in Health-IoT
and proposes security and privacy measurement and new
strategy. Security and privacy influences the users’
experience and the quality of services, to protect it as the
major mission in Health-IoT. It is a credible way to make
both hardware (mobile devices) and software (application
marketplaces) are trust.

Future research will focus on the improvement the
model for IAM. Improving the quality of the model and
promoting the IAM is short-term goal will be realized in
the next step.
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