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Abstract— Internet of Things (IoT) connect different types of
devices to control different things or simply read data from then,
such as room temperature, location, pressure and others, in a
variety of application domains using the World Wide Web. This
is a challenge for technology and Information Security (IS).
Therefore, this paper surveys advances in IoT-based with an eye
towards security, where discusses the technologies used in
devices, the risks to which these devices are exposed to stay
directly connect to a global network, the TCP/IP Network Layers
Model that is used in this connection. The main objective of this
paper is to propose an implementation models of security based
on ISO 7498-2 for residential and industrial use in IoT. Mitigate
risk is a major job for users of this technology because all
Internet-connected device runs the risk of having their
availability or integrity data transmitted corrupted.
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[. INTRODUCTION

The Internet has grown in importance for all users, this
growth is due to its evolution, where initially computers were
connected, it focused on connecting people in social networks
and finally with technological advancement, it came to all
things, being the so-called Internet of things (IoT).

IoT is as a global infrastructure to be used for society,
enabling advanced services through connectivity [11].
Complete informing as reported by [17], it is a worldwide net
with heterogeneous elements (or things) with an address for
identification, in function of the volume of connected objects
that use the Protocol of Internet Version 6 (Ipv6).

Thus, IoT starts to be constituted not only by equipment
with high power of processing as computers, smartphone or
laptops but more and more of elements such as sensors of
different types and use, actuators that take decisions based on
the sensors data, household appliances, and others.

These emergent devices will have each one its individual
identification, in other words, its IP address [20].
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As well as the Internet of computers and Internet of people,
the security remains a challenge, with several incidents been
reported daily.

With IoT, considering the increasing number of devices,
there is a great probability of increasing the vulnerability and
possible problems, assuming that everything connected to the
Internet can be hacked sooner or later

So, is it possible to establish a good level of security to
exchange and store information in IoT devices?

To solve the problem above, some authors have proposed
several hypotheses, some of them implement new layers of
security and others some politics of control.

The implementation of all possible, already developed,
control security protocols in the different layers of the Internet
Reference Model, also known as TCP/IP (Transfer Control
Protocol/Internet Protocol) can provide an excellent level of
confidentiality and integrity of the information if implemented
in a group, not only in one layer.

Therefore, this article proposes a new IoT Security
Implementation Model to increase security in data transmitted
and makes the devices already installed compatible with this
model. Review and discuss the cyber security of the main
protocols used in IoT Network Model Layers, understand the
principals used technologies and the security in different layers
of the TCP/IP already implemented and its relation with the
OSI model.

II. LITERATURE REVIEW

Access everything and be able to control your devices at
any time from any location was a dream for a few and today is
a reality for many with IoT.

The ITU-T [11] presents one of the several definitions of
[oT and inform that it will make abundant use of things, and
these can be any real device or information from the virtual
world, providing the most different types of service for
different applications while providing security and privacy. So,
the applications include various types of service, such as
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intelligent transport systems, smart home, health monitoring
among others.

Evans [7] informs that in 2003 the world had about 6.3
billion people and the number of connected equipment was less
than 0.08 per person;in 2010, this number had increased to 1.84
equipment per person, and after that, in 2020 there will be 6.58
devices per person for a total of 7.6 billion people and 50
billion connected devices. This expansion will happen thanks
to IoT.

Before talking about the importance of IoT, it must be
necessary to understand the differences between the Internet
and World Wide Web (Web). The Internet is the physical part,
consisting of switches, routers and other equipment and their
primary function is to transport information from one point to
another.

The Web is the layer of the application that works on the
Internet, it provides an interface that makes the information
usable for any users [7].

Internet spread around the world using the wired
technology but the need for mobility, accessibility, and
facilities to install made users choose wireless technology [14].
Kaur and Monga [14] make a comparison between the two
technologies and cites the main used in wireless networks,
especially Wi-Fi, a registered trademark of Wi-Fi Alliance,
used in Wireless Local Area Networks (WLAN).

A. IoT proposed layer model

10T has a large list of proposed layer models, one of those
models was proposed by Atzori et al. [3], composed by layers
of Application, Network, and Perception. One more complete
model, with five layers, was proposed by Khan et al. [15] their
model contains the Perception layer where the physical objects
are.

The Network Layer is also called intermediate
transmission. The Middleware or Service Management layer
that delivers different types of data. The Application Layer
provides the user’s requested service and finally the Business
Layer that will provide graphics or monitor services. These
layers can be seen in Table 1.

TABLE L. FIVE LAYER MODEL
1\{;4 ‘3;;; Layers Services
1 Business Layer Graphics and Monitoring
2 Application Layer Provides the requested service
3 Middleware layer Data delivery
4 Network Layer Secure transmission
5 Perception Layer Physical objects, Sensors

The Network Layer transfers information of the devices
sensors to the system safely, to be processed by systems in the
layer above. On this layer, there are different types of

technology used as a Zigbee, WiFi, IEEE 802.11 HA,
6LoWPAN and RFID.

B.  IoT protocols and standards

The RFID systems are usually in the perception layer, they
are simple systems known as Tags(sensors), with low power
and processing consumption [12].

The RFID network architecture has base stations and
sensors, the latter is responsible for data acquisition by
measuring certain parameters, such as ambient temperature and
access the Internet via the base station [13].

To address the sensors in a network, one of the ways is to
map its address using hash and implemented in the last 64 bits
of the IPv6 as described by the authors above. Thus, these
devices can be accessed directly on the Internet, through the
base station.

Zwave is a proprietary standard communication
technology, wireless based on radio frequency (RF)operating at
921.4 MHZ and designed specifically for applications of
control and monitoring by reading status in residential and
commercial environments. It uses a mesh topology and 231
devices can be connected to each other and operate as a
repeater [2].

Zigbee is an open standard technology for Personal Area
Network (PAN) based on IEEE802.15.4 with 250 kbps transfer
rate. When operating at a frequency of 2.4 GHZ, this
technology allows connecting small devices for data collection
or control with low power consumption.

The devices can be configured in three network topologies:
tree, star or mesh. A ZigBee system consists of several
components.

The most basic are the device classified as a Full-Function
Device (FFD), or a Reduced Function Device (RFD) [9]. The
Zigbee network must include at least one FFD, operating as a
network coordinator in the PAN. The FFD can operate in three
modes: a Network Coordinator Personal Area (PAN). An RFD
is intended for applications that are extremely simple and does
not need to send large amounts of data. An FFD can talk to
RFDs or FFDs while an RFD can only talk to an FFD [10].

Sakane et al. [13] propose one IEEE 802.15.4 devices
address translation method for Ipv6 translation by a
Lightweight Directory Access Protocol (LDAP) as proposed,
these devices may be identified directly from the Internet.

The newly launched IEEE 802.11 ah is an emerging
standard for wireless local area network (WLAN) operating in
open sub-bands 1GHz.

Thanks to the favorable propagation characteristics of the
low-frequency spectrum, this standard can supply a better
transmission distance when in compared with the conventional
802.11 abg operating at 2.4 GHZ or 5 GHZ. It may be used for
various purposes including the large network sensor areas (Sun
et al. 2013). This standard defined by the Wi-Fi Alliance
named Wi-Fi Harlow has different transfer rates and can reach
up to 1,000 meters away.
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The 6LoWPAN is an adaptation layer to low cost and
limited power wireless communication device that can be
connected to the IPv6 networks.

These networks include devices that work together
connecting the physical real-world environment, for example,
wireless sensors, with the virtual world. Thus the devices based
on IEEE 802.15.4 can be connected to the Internet without the
need for intermediate entities such as gateways or proxies [25].

Essentially 6LoWPAN means IPv6 Over LowPower
Wireless Personal Area Networks and consists of an adaptation
layer, which allows the IEEE 802.15.4 packets transport data
over IPv6 [16].

The 6LoWPAN is completely based on IP protocol, this
means that a device can be accessed from anywhere in the
world (if properly configured), by a standard computer.

This is a huge advantage, despite its consequences for
Information Security(IS) [30].

C. Information security and protocols

The different types of devices to be connected to different
technologies, as described above, bring the awareness of the
cybernetics security.

Experts are generally familiar with the Internet security of
computers including mobile devices. Security in IoT will be a
great challenge [20], an inquiry say that approximately 17%
(seventeen percent) of the specialists inform that it will be a
relative disaster on the IS, to approximately 48% (forty-eight
percent) said it will have the same Internet security level of the
devices and finally 21% that will be a great opportunity to
improve the standard of safety throughout the current Internet.

The challenge is great because anything connected to the
Internet can be hacked and manufacturers of devices for loT
not set standards or protocols for secure operations [21].

Today the IS in networks of computers are not exactly a
disaster but it presents several faults, that if maintained in the
control devices they will possibly cause some disaster.

IS according to Vuorinen and Tetri [27] "aims to protect the
relationship between the user’s desire and file”, this security is
based on the three pillars: confidentiality, integrity, and
availability.

Confidentiality and integrity are based on the idea that only
an authorized user must be able to access and edit protected
information.

Availability refers to the requirement of accessibility, in
other words, the information must be available and modifiable
when needed by authorized users.

The risk in IS is the probability of a threat to exploit a
vulnerability in a system.

The risk not only exists with the possibility of attackers
taking control of IoT devices connected to the network, but
also related to the huge quantities of storage and increasing
amount of data being generated by these devices, with

extensive collection capabilities that are increasingly being
introduced in areas generally considered private, even intimate,
as organizations, homes, cars, and through technologies used in
clothing and ingestible sensor [28].

In the industrial availability is the most important pillar of a
system that should prevent any unnecessary delay in
production, that results in lost productivity and revenue.

This includes in particular protection against Denial of
Service (DoS) attacks in cyberspace against production
systems. Another important point is don’t cause injury to the
human beings,so the IS integrity of the industry should be
maintained

Digital attacks on IoT devices connected to the Internet not
only present risks in the digital world but also create physical
risks to the owners of the devices, l.e. the risk of injury and
even death.

This is best understood when you consider that there will be
an estimated 10 million cars self-steerable connected to the
Internet running on the road within a few years [28].

Cyber security is routinely cited by policymakers and
consistently is at the top of their meeting. Governments around
the world have (at least officially), seeking to secure their
systems in cyberspace, implementing strategies and creating
new laws to guide and regulate its use so as achieving a high-
level security, Europe has achieved progress [oT segment and
further supported its regulation in various sectors such as
energy, vehicles and residential [22].

Depending on your role and specific environment, one of
the industrial communications systems must meet a subset of
security objectives in terms of the types of attacks described
below [6].

e DoS: or denial of service attack which objective is to
interrupt the availability. This type of attack can be
performed at the physical layer with interference or in
transport layer with mass sending packages to the same
IP address.

e Eavesdropping: attacks the confidentiality capturing and
if possible checking the contents of the packages.

e Man-in-the-middle: attacks the confidentiality placing
between the transmitter and receiver, capturing and
changing the transmitted content.

e Malicious Software: this type of attack violates the
availability, are programs that run intentionally or
unintentionally by the user, that lodge, and double
seeking information, there is a list of this type of
software: viruses, worms, trojans, ransomware, spyware
and adware.

These attacks are performed by users with great knowledge
of programming and protocols in the system that will be
attacked, commonly known as Hackers [24].

The implementation of security in IoT is usually studied in
layers, Table 2 lists the layers of the Open Systems
Interconnection (OSI), with the Internet layer model and the
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most used protocols used [18]. The TCP/IP model predates the
OSI model at the date of creation [5].

The ISO 7498-2 standard informs the main points to
implement security in the different layers of the TCP/IP model
as shown in Table 3. Some layers may not always provide itself
security services but can make use of appropriate security
services provided by below layers [19].

Thus, security can be established in all the different layers
of the TCP/IP model, used in [oT.

Many of these implementations were made in IPv6, this
protocol is gradually being deployed around the world,
replacing IPv4, both launched by the Internet Engineering Task
Force (IETF).

The main difference between the two protocols are two, the
first is the amount of available address as the first has 3;
4*%10%, the second contains only 4*10° currently fully used.
Thus understanding and mitigate security challenges become a
necessity for the numbers of devices to be connected.

The second is the ability to automatically configure IP
addresses on the new nodes, which reduces the administrative
burden of setting them manually.

A set of new protocols, called Neighbor Discovery (ND),
this new feature allows automatic configuration for devices
with IPv6 implemented, permitting a plug-and-play manner of
work. This capability is necessary for future IPv6 applications
with a large number and variety of devices [4]. This possibility
is used in the IoT 6LoWPAN protocol.

The implementation of security at the network layer can be
improved with the IP Security (IPSec), created by the IETF, it
is parts of ofIPv6 protocols, defined by a set of RFCs which
may optionally be added to IP packets to ensure the
confidentiality and integrity of data.

The confidentiality and integrity are achieved by using an
Authentication Header (AH) and the encapsulation of the data
transmitted Encapsulating Security Payload (ESP) to protect
the contents of payload like Fig. 1.

Encrypted
ESP , = U
i TCP/UDP ESP End of | Authentication
Original IP| Header | Encapsulatior i sl

Authentication

Encrypted
New P | ESP \original (P| TCP/UDP | ESPEndof | Authentication
Header "Header apsulation ) ESP

Authentication

Fig. 1. Encapsulation of the Data Transmitted.

Raza et al. [23] were the first to propose the
implementation of the 6LoWPAN-IPsec, an IPsec specification
for 6(LoOWPAN including settings for AH and ESP in the length
of headers. It is a safe basic model for end-to-end
communication.

UDP is a protocol of the Transport Layer used in packet
switching for data transport. It is a very simple protocol and
contains only the source port number, destination port number,
message size and an optional checksum. The UDP does not
have any secure algorithm to the source and destination.

Sitenkov et al. [26] proposed a Datagram Transport Layer
Security (DTLS) designed to operate under UDP.

Many Internet applications use UDP as a transport protocol
because of the simple use and little overhead to the IP packet.
That is the reason why UDP is preferred by IoT.

The Remote Authentication Dial-In User Service(RADIUS)
is a centralized service for administration and user
authentication that uses the UDP protocol.

Many Internet Service Providers (ISPs) use RADIUS to
authenticate thousands, or even millions of users, that are
added and deleted continuously throughout the day, and users
authentication information constantly changes.

The centralized administration of users in this scenario are
an operational requirement, and it is in accordance with Table
3.

TABLE IL PrROTOCOLS OF OSI MODEL AND TCP/IP MODEL
OSI Model Internet Protocols
Application HTTP, HTTPS, RADIUS Server
(Layer 7)
Presentation L
(Layer 6) Application FTP
Session
(Layer 5) HTTP, HTTPS
Transport Transport TCP, UDP, ICMP, IGMP
(Layer 4)
Network Internet IP, IPV6, Ipsev, ARP, ICMP,
(Layer 3) 6LoWPAN (adaptation for IPV6)
Data Link Network Ethenet, Frame Relay, WiFi,
(Layer 2) Interface L2TP (VPN)
TABLE III. OSIMODEL AND SECURITY ARCHITECTURE (ISO7498-2)
Internet Protocols Security
HTTP, HTTPS, RADIUS
Access control
o Server
Application [ prp No Repudiation
HTTP, HTTPS Authentication
Access control, traffic
confidentiality
Transport TCP, UDP, ICMP, IGMP Authentication of
data in origin and
destination
IP, IPV6, Ipsev, ARP,
Internet ICMP, 6LoWPAN
(adaptation for IPV6)
Traffic and C ti
Network Ethenet, Frame Relay, WiFi, ratiic and L-onnection
Interface L2TP (VPN)
. IEEE 802.15.4 (ZigBee),
Physical Wi-Fi HaLow
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HTTPS is a protocol of Application Layer, widely used for
secure communication over the network in this layer. When a
device sends data to a server, it behaves as a browser to
establish an HTTPS connection over the Internet.

Gaurav et al. [8] show the handshaking phase to establish a
secure connection in a direct HTTPS communication between a
device and the server, this connection can be established even
by a single [oT device.

The discussion above makes clear that there are some ways
to establish the security of storing or transmitting information
when users seek the same information directly on devices or
when these devices store their information on servers for future
use.

On the other hand, various authors propose new beds to
provide security, including Yang, X. et al [29], who presented a
security model with three layers to IoT containing the
perception layer, network, and application.

The perception layer is the most important layer for
architecture, it recognizes devices around and gathers data from
the surrounding environment via sensors used. However, the
data flow through these wireless sensors makes them
vulnerable to attacks, resulting in several security risks in this
layer.

Alhamedi et al. [1] propose creating an independent single
layer that will suit most security mechanisms required
differently from the other layers.

The proposal layer is placed between the physical layer and
link, as a filter for sending and receiving data. Furthermore, the
proposed layer is designed to be lightweight in order to be used
by the resource limited devices.

III. RESULTS AND PROPOSALS

The use of IoT devices in the home environment will have
a great expansion if it is going be simple to install (plug-
andplay), as the connection of mobile devices like a
smartphone on the residential environment is.

To become a tendency, Wi-Fi Harlow (802.11 ah) is
supposed to be as simple as it is nowadays with Wi-Fi standard
(802.11 a, b, g, n) and if possible implemented in the same
router.

~. WiFi HaLow\ /

\ /
Wi-Fi 5
X (3D —
' VPV IPSec A\ i L - -—
5 e
< J Server ou

Desktop
Eth% ' E
—— <,

Fig. 2. IoT Model of home users with Wi-Fi and Wi-Fi HaLow on a single
route.
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Fig. 3. Security protocols used in end-to-end communication.

The proposed security implementation can be applied in
two ways, one for industrial use and one for home use as
described below.

To establish a high-level security in the household is
necessary to implement the considerations presented in Table
3, as shown in Fig 2, where a single router configured with
IPSec and RADIUS for a private messenger, control IoT
devices and provides access to fixed and mobile devices,
enabling the exchange of information between them.

This configuration without the use of ToT devices is already
widely used and can offer a hight level information and home
control security.

A protocol layers to establish a communication between
any two points on long distance using the model to implement
a high level of security can be seen in Fig. 3, the
communication in Network layer between these points.

The Physical layers in Fig 3 will be used for the possible
transformations of other technologies such as ZigBee or
ZWave directly in IPSec, 6LoOWPAN-IPSec, Wi-Fi Harlow or
Wi-Fi and connect directly to the router in any place.

The destination of the information in Fig 3 can be a cloud
storage or the owner of the process accessing your home in
long distance, for example, starting from the application layer
and reaching the same layer on your local server which will
control and store the information of local devices.

Another possibility is direct access to the IoT device via
[PSec or O6LoWPAN-IPSec wusing VPN tunneling,
authenticating directly to the configured RADIUS server on the
router, in this case, the use of the local server is not necessary.

In the Industrial case the security proposal is similar to
residential, but with the obligation of the local server use,
preventing direct access from outside users to IoT devices, data
will be stored and collected on a server using all the proposed
security in different layers.

Mostly Industry will use Physical layers in Fig. 3 to allow
the junction of different technologies.

IV. CONCLUSIONS

The IoT is one way with no return, multiple devices will be
connected to the network in a short period and with a high
probability of confidentiality or availability loss, due to a
misconfiguration in your security.
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The proposed implementation of a security sequence based
on existing protocols and technologies on the ISO 7498-2
model allows a significant improvement in security, making
highly secure residential or industrial environment.

The Physical layers in the proposed model will serve for the
adjustment of different technologies already implemented,
making them directly accessible on the Internet or allowing
data to be stored directly on the site server.

Many proposals were made, but the concern for security
has not been considered.

This work begins with a security model to an
implementation model, making it a safe environment for home
and industrial user with little knowledge in Information
Security.

Equipment with low power battery that only send
information, like tags for commercial use don’t need security,
in this case the IS can be implemented in the receiver.

Many proposes have already been implemented in parts, for
future works recommend all implementation using Wi-Fi
Harlow with 6LoWPAN-IPSec in low power equipment for
security test.
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