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The Internet of Things or “IoT” defines a highly interconnected network of heterogeneous
devices where all kinds of communications seem to be possible, even unauthorized ones.
As a result, the security requirement for such network becomes critical whilst common
standard Internet security protocols are recognized as unusable in this type of networks,
particularly due to some classes of IoT devices with constrained resources. The document
discusses the applicability and limitations of existing IP-based Internet security protocols
and other security protocols used in wireless sensor networks, which are potentially suit-
able in the context of IoT. The analysis of these protocols is discussed based on a taxonomy
focusing on the key distribution mechanism.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

The Internet of Things (IoT) is designed as a network of
highly connected devices (things). In today perspective, the
IoT includes various kinds of devices, e.g., sensors, actua-
tors, RFID tags, smartphones or backend servers, which
are very different in terms of size, capability and function-
ality. The main challenge is how to adapt such network so
to operate in the conventional Internet. Inspired by that
motivation, recent research efforts focus on the design,
application and adaptation of standard Internet protocols
in the IoT.

The initiative of 6LOWPAN [9] working group allowed
the smallest devices with limited processing capabilities
to become part of the Internet by enabling the use of IP

* Corresponding author. Tel.: +33 1 69 08 00 98.

E-mail addresses: kimthuat.nguyen@cea.fr (K.T. Nguyen), maryline.
laurent@telecom-sudparis.eu (M. Laurent), nouha.oualha@cea.fr
(N. Oualha).

! Tel.: +33 1 60 76 44 42.
2 Tel.: +33 1 69 08 46 25.

http://dx.doi.org/10.1016/j.adhoc.2015.01.006
1570-8705/© 2015 Elsevier B.V. All rights reserved.

over these devices. Such great feature enables the connec-
tion of literally billions of devices to the Internet, in which
very different things such as a humidity sensor or an RFID
tag can communicate with each other, with a human carry-
ing a smartphone, or with a remote backend server.
While the concept of IoT is easy to grasp, major research
efforts still need to be made. Various aspects of IoT are cur-
rently being discussed, such as IoT applications and archi-
tectures. In addition, more and more research efforts are
initiated in resolving challenges associated with security,
privacy, and trust as IoT devices are increasingly deployed.
According to Gartner’s forecast [21], the IoT, which
excludes PCs, smartphones and tablets, will grow to more
than 26 billion units installed in 2020. Allowing each single
physical object to connect to the Internet and to share
information, may create more threats than ever for our
personal data and business secret information. Concerned
objects cover our everyday friendly devices, such as, ther-
mostats, fridges, ovens, washing machines, and TV sets. It
is easy to imagine how bad it would be, if these devices
were spying on us and revealing our personal information.
As an example, a major cyber-attack campaign observed by
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Proofpoint’s researchers [28] in January 2014, proved that
even a harmless fridge can be employed to launch security
attacks. Their analysis shows that 25 percent of malicious
emails from the cyber-attack between December 23,
2013 and January 2014 (over 750,000 messages), came
from “smart” things, including home appliances (TVs,
refrigerators...). It would be even worse if critical IoT
applications, for instance, the control system in nuclear
reactors, the vehicle safety system or the remote monitor-
ing in healthcare, were compromised.

By means of IP protocols crafted for the IoT, an IoT
device is able to directly interact with other Internet enti-
ties located far beyond its local network. In a typical WSN,
devices should be properly authenticated in the network
based on a set of credentials stored in a secure area. The
security solutions generally deployed within the network
are poorly defined to protect communications within the
network premises and not between external entities. To
provide end-to-end security, the potential adaptations of
several standard security protocols have been studied in
[1] such as IKE/IPsec, TLS, DTLS, and HIP-DEX, but certain
issues continue to persist using these solutions. In par-
ticular, resource limitations and the large volume of IoT
devices deployed in a network hamper the application of
Internet standard solutions.

According to the authors in [33], several new issues
brought by IoT need also to be addressed, such as secure
booting, firewalling and secure updating and patching.
For example, we need to ensure that only authorized and
authenticated software are loaded into the embedded
device, for example, by verifying a digital signature
attached to the software image. As stated in a recently
HP security report [9], almost 60 percent of smart devices
are not using encryption when downloading software
updates. In order to deploy security solutions to this prob-
lem, devices are required not only to use cryptographic
algorithms to perform encryption, but also to share the
necessary keys required by these algorithms, which is an
even worse issue considering the foreseen large deploy-
ment and the general resource limitations of these devices.

The main motivation of this survey is to identify securi-
ty issues associated with IoT, and to demonstrate the
limitations of existing security solutions to fulfill these
issues. The reviewed solutions are analyzed and compared.

1.1. Related surveys and positioning

There have been several conducted studies and surveys
[e.g., 60-64] that are relevant to the security in the IoT. For
instance, Wang et al. [64] gave a very detailed survey of
security issues in wireless sensor networks, which can be
considered as a reference for the IoT. The authors identified
the constraints and the requirements based on the existing
attacks against the IoT at different layers. They also pre-
sented the key management systems in WSN according
to the employed cryptographic primitives. Atzori et al.
[61] focused on authentication, data integrity and privacy
issues in the IoT, particularly in RFID systems and sensor
networks. Kumar et al. [62] gave a general overview of
security and privacy issues in [oT. They provided a descrip-
tion of different security threats and privacy concerns

while processing, storing, and transmitting data. The main
line of the existing surveys in relation with the IoT security
is that they generally focus on identifying the challenges
and the security threats present in the IoT. However, sever-
al security solutions and techniques have been proposed
since the advent of the IoT. For this reason, the present sur-
vey takes a different direction by looking in depth into the-
se security protocols and techniques. Indeed, we will not
focus on specific security properties needed for the IoT.
We will look closer at the security protocol itself, how it
is constructed, which security properties are provided,
and which cryptographic primitives are used. Moreover,
the survey proposes a new taxonomy of key establishment
mechanisms in the context of IoT that allows to better
understand the proposed security approaches. In this
way, strong and weak features of existing approaches can
be identified with the objective to build secure protocols
for the IoT.
The contributions of the document are threefold:

e present an overview of the challenges and the require-
ments to build a secure 10T;

o provide a taxonomy of different security protocols pro-
posed for WSN and IoT with respect to the employed
key bootstrapping mechanism and also propose a com-
parative analysis of these protocols and techniques; and

o finally, provide a review of ongoing research initiatives
in the field of security in the IoT.

1.2. Paper outline

The rest of this paper is organized as follows. Section 2
discusses the security requirements and challenges associ-
ated with the IoT. Section 3 gives a classification of recently
proposed security protocols for IoT. Sections 4 and 5 give
in-depth description of the protocols based on asymmetric
key schemes and the protocols based on symmetric key
pre-distribution schemes. Section 6 evaluates the solutions
according to the considered categories in terms of the chal-
lenges identified in Section 3. In Section 7, we look into
promising security research directions for the IoT. Finally,
concluding remarks are provided in Section 8.

2. 10T security overview

The IoT offers connectivity for both human-to-machine
and machine-to-machine communications. In the near
future, everything is likely to be equipped with small
embedded devices which are able to connect to the Inter-
net. Such ability is useful for various domains in our daily
life: i.e. from building automation, smart city, and surveil-
lance system to all wearable smart devices. However, the
more the IoT devices are deployed, the greater our infor-
mation system is at risk. Indeed, a non-negligible number
of devices in IoT are vulnerable to security attacks, for
example, denial of service and replay attacks, due to their
constrained resources and the lack of protection methods.
This kind of attacks leads to sensor battery depletion and
results in poor performances of sensing applications. In
more serious cases, information leak from such tiny
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devices can expose sensitive data to the outside. In this
section, we firstly present the essential security properties
for the IoT. Then, we summarize the challenges to be
addressed in the IoT.

2.1. Security properties

Several security properties may need to be satisfied in
order to secure the IoT. These general security properties
have been also identified in [1,44]. Generally, the security
services that should be provided include confidentiality,
integrity, authentication, authorization, and freshness.
The security requirements are centered on data if sensitive
data measured or shared by IoT devices may need to be
protected. Security requirements may also involve con-
trolled access to other resources, for instance the IoT net-
work layer. Table 1 defines the security properties that
will be discussed in this document in relation with the
security protocols and solutions proposed for the IoT.

2.2. Challenges

The heterogonous nature of IoT raises various chal-
lenges in terms of data security and network functionality.
A secure and operational IoT must overcome the chal-
lenges given in Table 2 in order to fulfill the above security
requirements.

3. Taxonomy of security protocols for the IoT

The life cycle of a “thing” is composed of three phases
(as denoted in [1]): bootstrapping, operational and mainte-
nance phases. The bootstrapping phase refers to any pro-
cessing tasks required before the network can operate.
Sarikaya et al. [44] also define that this process involves
a number of settings to be transferred between nodes that
shared no prior knowledge of each other. The bootstrap-
ping step of a device is complete when all security para-
meters (e.g., secret keys) are securely transferred to the
device. This study focuses on recent security solutions pro-
posed for a secure bootstrapping process. The terms and
definitions used throughout the rest of the document are
presented in Table 3.

In this section, we first describe the reference model
that illustrates the scenario in which the considered secu-
rity protocols can be deployed. We then present, in Sec-
tion 3.2, our classification of the security protocols based
on the key bootstrapping mechanism, and compare, in Sec-
tion 3.3, our classification with related works.

3.1. Scenario under consideration

The security protocols analyzed in this document, as
illustrated in Fig. 1, involve two entities. At least one of
them is a device with resource constraints, whereas the sec-
ond entity can be seen as another constrained device or an
external Internet server (i.e., with rich resources). The con-
sidered network of “things” consists of a number of tiny
nodes communicating with each other and with an uncon-
strained resource border router (6LBR). The 6LBR is the

bridge between the sensor node and the outside world.
The 6LBR may take part in the communication between
two entities in a passive (transparent to the communicating
parties) or active (as a mediator in the communication pro-
cess) manners. Our study concentrates mainly on securing
unicast communications between two entities. Note that
group communications are out of scope of this document.

3.2. Classification

In this document, existing security solutions for IoT is
categorized into two main types: solutions that rely on
asymmetric key schemes and solutions that pre-distribute
symmetric keys to bootstrap a secure communication. This
section describes the two first levels of the proposed
taxonomy.

- Asymmetric key schemes (AKSs): The key schemes
based on asymmetric cryptography, also known as Pub-
lic-key cryptography (PKC) are considered as a very
common approach to establish a secure communication
between two (or more) parties. They employ asymmet-
ric algorithms and are widely deployed in the conven-
tional Internet. The applicability of AKSs in the IoT has
one major inconvenience, which is the computation
cost and energy consumption. Despite of expensive
operations, a lot of researches still seek to apply AKSs
in the context of IoT. The proposed approaches can be
classified into two categories: key transport based on
public key encryption and key agreement based on
asymmetric techniques.

e Key transport based on public key encryption: Similar-
ly to the traditional key transport mechanism, the
first category requires from the public key to secure-
ly transport information. Various key establishment
techniques have been proposed for IoT, ranging from
raw public key usage to complex implementations in
X.509 standard.

e Key agreement based on asymmetric techniques: The
second category is based on asymmetric primitives
in which a shared secret is derived among two or
more parties. In this category, we notice obviously
the DH protocol [11] and its variants as we will men-
tion later.

- Symmetric key pre-distribution schemes: In addition
to asymmetric approaches, researchers propose also
multiple techniques using symmetric key establish-
ment mechanisms to bootstrap secure communication
in the IoT. Symmetric approaches often assume that
nodes involved in the key establishment share common
credentials. The pre-shared credentials might be a sym-
metric key or some random bytes flashed into the sen-
sor before its deployment. This category can be divided
into two main sub-categories:

e Probabilistic key distribution: This sub-category con-
cerns the mechanisms that distribute security cre-
dentials (keys, random bytes) chosen randomly
from a key pool to constrained nodes. During their
initial communication, each two nodes may discover
a common key, with certain probability, to establish
a secure communication.
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Table 1
Security properties for security protocols in IoT.

Confidentiality Exchanged messages in the IoT may need to be protected. An attacker should not gain knowledge about the messages exchanged

between a sensor node and any other Internet entity
Integrity

The alteration of messages should be detected by the receiver

Authentication The receiver should be able also to verify the origin of the exchanged messages
Authorization 1oT devices should be able to verify whether certain entities are authorized to access their measured data. At the network layer, only
authorized devices should be able to access the IoT network. Unauthorized devices should not be able to route their messages over the

10T devices, because it may deplete their energy
Freshness
attacks

This property ensures that no older messages are replayed. This is important to secure the communication channel against replay

e Deterministic key distribution: In this sub-category, a
deterministic design is applied to create the key pool
and to distribute uniformly the keys such that each
two nodes share a common key.

Fig. 2 summarizes our taxonomy. Each class of the secu-
rity solutions provides its own advantages and disadvan-
tages, as it will be discussed in Sections 5 and 6.

3.3. Related work in IoT security protocol classification

Classification approaches have been proposed in several
works [10,52,63,64]. In [10], the authors propose several
ways to classify key establishment approaches, for
instance based on the employed authentication method
or the underlying cryptographic primitive. Camtepe and
Yener [52] give a detailed classification of symmetric key
distribution protocols for two different scenarios: dis-
tributed and hierarchical WSNs. In each scenario, the
authors analyze diverse mechanisms to establish pair-wise
and group-wise keys between sensor nodes. Similarly,
Wang et al. [64] propose a classification of symmetric
key management protocols in WSN, but based on the net-
work structure and the probability of key sharing between
a pair of sensor nodes. Their works at a very first level dif-
ferentiate centralized and distributed key schemes. At a
second level, they provide other differentiation based on
the probabilistic and deterministic key establishment
mechanisms. Roman et al. [63] give a high level
classification based on the key management systems

Table 2
Research challenges in IoT.

(KMS), namely: key pool framework, mathematical frame-
work, negotiation framework and public key framework.
They conclude that public key cryptography can be a viable
solution for sensor nodes that run as client nodes (in the
model client-server). For server nodes, mathematical-
based KMS, such as polynomial scheme, provide better
performances. The aforementioned approaches do not suf-
ficiently cover possible key distribution mechanisms
(asymmetric and symmetric methods), for example, only
symmetric approaches are studied in [52,64]. Besides, they
provide heterogeneous classifications due to unrelated dif-
ferent criteria, as in [63,64].

By taking into account the classifications described
above, especially in [10], our taxonomy covers asymmetric
key distribution mechanisms for IoT, in addition to sym-
metric approaches. The taxonomy is marking out different
protocols by the key establishment scheme used to estab-
lish a secret session key: asymmetric or symmetric tech-
niques. As mentioned in Section 3.1, we do not consider
protocols that establish group-wise keys between sensor
nodes for which interested readers could refer to [52]. Only
pair-wise key establishments are considered in this paper.
Our taxonomy has a high classification degree leading to a
more in depth protocol evaluation. For instance, in the
asymmetric approach, we do not only discuss on the appli-
cability of public key cryptography in the context of IoT, as
described in [63], but we also differentiate different
asymmetric key schemes based on the key delivery scheme
(key transport or key agreement). In symmetric key pre-
distribution schemes, we organize the existing security

Interoperability  Deploying security solutions in the IoT should not hinder the functional operation of interconnected heterogeneous devices

Resource
constraints

Most of IoT devices are limited in terms of CPU, memory capacity and battery supply. They often operate on lossy and low-

bandwidth communication channels. It seems to be impossible to apply directly standard conventional security protocols of the
Internet in the context of IoT. As an example, the use of small packets (i.e. IEEE 802.15.4 supports only 127-bytes packets [25]) may
result in fragmentation of larger packets when using the standard protocols. This will exhaust the life time of sensor nodes and open
new possibility of DoS attacks. Hence, the standard security protocols must be redesigned to adapt such difficult scenario, in order to
offer equivalent security levels but more efficient performance for the loT

The sensor nodes must be available when needed. High availability network of things should remain functional, especially against
denial-of-service attacks, such as flooding of incoming messages to targeted nodes forcing them to shut down

The system has to avoid single points of failure so a compromised node will not affect the whole system. Besides, the secured

Availability

Resilience to

attacks network must also avoid the resource-depletion attacks launched against resource-constrained devices
Privacy The popularity of RFID tags has raised privacy concerns because anyone can track tags and find the identity of the objects carrying
protection them. In addition, as wearable technology increases its pace, we will be soon able to connect our bodies to the Internet by “putting

on” tiny hardware devices (ex. Implant chips inside our bodies). Consequently, our personal information (i.e. healthcare records)
must remain secured and should not be traceable, linkable and identifiable

The IoT network, for instance WSNs, is generally composed of a large number of devices. The proposed security protocol should be
able to scale. This property is tightly related to the amount of information that each device has to keep in memory for a secure
channel to be negotiated with as many entities as possible (other sensor nodes or Internet entities)

Scalability




Table 3
Abbreviations and notations.
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Abbreviation

Definition

loT Internet of Things

WSN Wireless Sensor Network

PKC Public Key Cryptography

KDC Key Distribution Center

6LBR 6LoWPAN Border Router

PKG Private Key Generator

DH Diffie-Hellman exchange

IBE Identity-based Encryption

ECC Elliptic Curve Cryptography

ECDH Elliptic Curve Diffie-Hellman exchange

protocols into two categories: probabilistic and determin-
istic key distribution. These categories have also been
mentioned in [52,64|. However, in the deterministic
approach, we go further by distinguishing protocols that
have server(s) participating in the key negotiation process
from protocols that do not depend on any third party dur-
ing key establishment phase.

4. Asymmetric key schemes

The position of asymmetric cryptography or PKC is clear
in the conventional Internet. However, it is not the case in
the context of IoT because of its expensive encryption and
verification operations. However, the development and
implementation of PKC in IoT has never been stopped. In
fact, new improvements of several primitives (i.e. ECC,
NTRU) continue to reduce the cost of cryptographic opera-
tions, so the PKC approach is of a growing interest for con-
strained environments. A brief study in the following
sections demonstrates various possible forms of asymmet-
ric key schemes in IoT.

4.1. Key transport based on public key encryption

This sub-category looks into the key establishment
schemes where the public key is used to transport secret
data or to negotiate a session key. Several methods are
used to generate the pair of public and private keys. In this

sub-category, we classify these mechanisms based on the
public/private keys generation methods.

Fig. 3 gives an example of a communication scenario
between two entities A and B. In this scenario, A and B
can use directly the public keys to create an encrypted
channel. The Certificate Authority (CA) may participate to
verify the identity of the message transmitter when certifi-
cates are supported. This method can be expensive for
resource-constrained-sensor nodes, in particular when
using a traditional algorithm like RSA. Without a verifiable
relationship between the public key and the identity (i.e.
ID-based cryptography, cryptographic-based ID or with
CA mediation), this approach becomes vulnerable to the
man-in-the-middle attack. Indeed, both A and B cannot
authenticate each other’s identity. An attacker may gener-
ate any public/private keys and pretend to be A when com-
municating with B.

4.1.1. Raw public key encryption

Some mechanisms assume that the public key has been
distributed beforehand or using out-of-band communica-
tions. These mechanisms offer small number of message
exchanges but they are not scalable, because the public
keys of all devices should be known by each device.

Some “raw public key encryption” mechanisms, i.e.
Rabin’s scheme [19] or NtruEncrypt [27] have been recom-
mended for WSNs.

Rabin’s scheme is very similar to the RSA algorithm
(widely used cryptosystem), which is also based upon the
hardness of the factorization problem. In fact, the scheme
requires the same energy consumption for decryption
operations than RSA with the same security level. Howev-
er, it offers much faster mechanism for encryption opera-
tions because only one squaring is required to encrypt a
message.

NtruEncrypt is a cryptosystem which is known to be a
lattice-based alternative to RSA and ECC (Elliptic Curve
Cryptography) primitives. The mechanism is highly effi-
cient and suitable for the most limited-resource devices
such as smartcards and RFID tags. In [27], the authors give
a comparison of the three PKC mechanisms proposed for

i

Network of Things

Fig. 1. Network architecture of our scenario.
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Fig. 2. Classification of key bootstrapping mechanisms in IoT.

constrained devices: the Rabin’s scheme, NtruEncrypt and
ECC. The results show that NtruEncrypt leads to the small-
est average power consumption. Nevertheless, this cryp-
tosystem often requires large-size messages, and might
result in packet fragmentation at lower layers and many
re-transmissions in the presence of communication errors.

The protocols that are based on “raw public key encryp-
tion” require small number of exchanged messages; this is
actually advantageous if the transmission power is the
most important and limiting factor.

4.1.2. Certificate-based encryption

Certificate-based protocols are a popular choice to
establish a secure communication between two entities
over Internet. The trust relationship between the two enti-
ties is guaranteed by a well-known third party (CA) using
the standard X.509 certificate that validates the identity
of the entity as illustrated in Fig. 3. Indeed, each sensor
node possesses a certificate signed by the trusted CA. This
latter can be loaded into the node before the deployment
or can be directly acquired on request from a trusted party.

TLS [12] has been recommended by many standards
specified by IETF (Internet Engineering Task Force) for
security services. However, it is mentioned in [3,4] that
TLS is not a wise choice with respect to the security best
practices in IoT. In fact, TLS runs normally in a reliable
transport protocol like TCP which is unsuitable for con-
strained resource devices, due to its congestion control
algorithm. As a replacement for TLS in the tightly con-
strained environments, the DTLS (Datagram Transport Lay-
er Security) protocol has been proposed recently. It
operates over the unreliable transport protocol i.e., UDP
and provides the same high security levels as TLS.

The utilization of a certificate is basically expensive. To
reduce the power consumption, both hardware and soft-
ware related improvements have been considered by
researchers:

Usage of cryptographic hardware accelerators: The
hardware accelerators are in charge of all cryptographic
computations. Kothmayr et al. [3] propose a method to

implement DTLS using hardware assistance on sensor
nodes. The solution assumes that each sensor is equipped
with a TPM (Trusted Platform Module). A TPM is an
embedded chip that offers secure generation of crypto-
graphic keys and sealed storage as well as hardware sup-
port for cryptographic algorithms. The fully authenticated
handshake can be performed between a sensor (equipped
with TPM) and a subscriber (another sensor or external
entity). Both sensor and subscriber transmit their X.509
certificate to initiate the authentication phase. These cer-
tificates are signed by a trusted CA and are included in a
fully authenticated DTLS handshake. This solution not only
has a high security level by establishing the trusted rela-
tionship with the assistance of an approved third party,
but it also provides message integrity, confidentiality and
authenticity with affordable energy, end-to-end latency
and memory overhead as claimed by the authors.

Nevertheless, the approach is expensive and complex
with respect to deploying a hardware accelerator next to
every sensor, especially for large number of sensors.

Optimization of existing protocols (software imple-
mentation): A security protocol employing the certificates
is tailored to provide higher performance without affecting
the robustness of the protocol. Raza et al. [4] propose a
modification of DTLS using the 6LoWPAN compression
mechanism [14]. The modified protocol reduces the size
of some headers (i.e. the DTLS record header, the hand-
shake header, the handshake message). These changes
improve the performance of DTLS in terms of packet size,
energy consumption, processing time and network respon-
se time. However, the proposed solution does not propose
backward compatibility with the actual DTLS standard, in
particular with respect to header compression.

Hummen et al. [36] propose a design idea to effectively
reduce the overhead of the DTLS handshake. Full handshake
procedure requires 15 message exchanges, high dynamic
storage capability (RAM) during the communication and
long processing time for cryptographic tasks. In order to
mitigate the full handshake inconvenience, the authors pro-
pose to delegate the handshake procedure to a rich-resource
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Fig. 3. Public key transport mechanism.

entity, e.g. the gateway or the device’s owner. All certificate
related tasks are performed in the rich-resource entity and
only the session-state message is sent to the constrained
device. The session can then be established using this mes-
sage with no additional calculation. This modified DTLS
can highly reduce communication overhead at the condition
that the rich-resource server is trusted.

Granjal et al. [31] present similar modifications to DTLS,
but the DTLS handshake is mediated by the 6LoWPAN Bor-
der Router (6LBR). The 6LBR participates in the secure
communication but is transparent to sensing devices and
the Internet host. The border router intercepts and for-
wards packets at the transport-layer. From the point of
view of the Internet host, it communicates with the 6LBR
using traditional DTLS protocol where authentication is
supported by ECC based certificate. On the other side, the
6LBR operates in the pre-shared key security mode for
communicating to the constrained sensing devices. More-
over, the 6LBR authenticates the nodes with a mechanism
inspired by Kerberos [18]. If the authentication is success-
ful, a secret session key is generated to secure the commu-
nication between the sensing devices and the 6LBR.
Actually, it is used to encrypt the pre-master key in the
ClientKeyExchange message that the Internet host sends
to the 6LBR. When the pre-master secret key is computed
successfully in the Internet host and the sensing device,
end-to-end DTLS security is enabled. The proposed archi-
tecture delegates all the expensive operations (ECC compu-
tation, key agreement...) to the border router so that it
offers better lifetime for sensing devices. Nevertheless,
the 6LBR is considered to be a single point of failure.

The IKE protocol [59] works usually jointly with IPsec to
provide security associations (SAs) between two entities.
This protocol has a variant where the mutual authentica-
tion is enabled using RSA-based certificates. Ray and Bis-
was [59] propose another variant for IKE that is based on
ECC-based public key certificate for authentication and
ECDH for key agreement instead of RSA and DH protocol.
The proposal reduces the computation cost as it is mainly

limited to the point multiplication operations and it
requires smaller key size than RSA for the same level [30].

4.1.3. Identity-based schemes (IBS)

The first implementation of Identity-Based Cryptogra-
phy was developed by Shamir [6]. This type of cryptogra-
phy defines a well-known string (identity) representing
an individual or an organization, which is used as a public
key. The private key of each entity is generated from its
public key by a trusted party (Fig. 4), named a Public Key
Generator (PKG). This solution eliminates the need for cer-
tificates, which makes the solution advantageous especial-
ly for WSNs. Indeed, any sensor nodes can simply generate
the public key of other nodes when needed to establish a
secure communication using their identities. In addition,
the revocation mechanism is supported by consulting the
list of valid sensor identities. However, ID-based schemes
are vulnerable to key-escrow attacks as the PKG knows
the private keys of all nodes in the network. It can imper-
sonate any node and consequently intercept all the traffic
in the system. Therefore, the PKG is always considered as
well protected and trusted by all network nodes.

In a constrained environment, IBE paradigm is mostly
implemented using the ECC primitive [46,31]. Implemen-
tations on other primitive exist, for example, RSA or ElGa-
mal-type IBE [47]. Nevertheless, they are too much
expensive for constrained nodes because they are based
on exponentiation operations with a large exponent. Yang
et al. [46] propose IBAKA - an IBE scheme inspired by
Boneh et al. scheme [45]. However, they tailor the IBE
method into an ECDH [32] key exchange in order to estab-
lish a session key. Their proposal still requires 2 bilinear
pairings and 3 scalar point multiplications each time a
secret key is bootstrapped.

Szczechowiak and Collier [7] propose TinyIBE - a very
simple authenticated key distribution based on IBE for
heterogeneous sensor networks. The scheme requires no
pairing calculation. It is able to retrieve a session key for
two nodes after only 2 message exchanges.
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Fig. 4. Identity-based cryptography infrastructure.

4.2. Key agreement based on asymmetric techniques

This sub-category is about key agreement protocols
based on asymmetric primitives in the IoT. As mentioned
in various research works, a key agreement protocol is
the mechanism where two (or more) parties derive a
shared secret and no other party can predetermine the
secret value. Fig. 5 illustrates the process of a typical asym-
metric key agreement. Km is the secret generated after the
agreement procedure. This symmetric key is then used to
secure the communication.

The Diffie-Hellman (DH) protocol [11] and its
variants are classical examples for symmetric key
agreement. However, DH protocols are considered
expensive and unsuitable for the constrained nodes in
particular, for class 0 and 1 according to the node
classification in terms of resource capacity in lwig-
terminology [29].

Exchange public

Some variants of the DH protocol are considered in con-
strained environments using ECC, i.e. ECDH. The ECDH
cryptographic primitive offers smaller key size than RSA.
Indeed, the US National Institute for Standard and Tech-
nology (NIST) in [30] has showed that to achieve the secu-
rity level of 128-bit AES key size, one can prefer 256 bit key
size using elliptic curve instead of 3072 bit parameters in
RSA and DH protocol. As an example, de Meulenaer et al.
[32] implemented a key agreement protocol based on
ECDH providing authentication using the Elliptic Curve
Digital Signature Algorithm (ECDH-ECDSA).

Practical measurements on the MICAz and the TelosB
sensors showed that ECDH-ECDSA is affordable in terms
of computation complexity.

IBAKA [46] proposes a combination of ECDH and IBE for
sensor networks. The scheme relies on the ECDH protocol,
and additionally provides the privacy of message
exchanges using Boneh et al. identity-based scheme [45].

security parameters
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Fig. 5. Key agreement based on asymmetric mechanisms.
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HIP-DEX (Host Identity Protocol Diet Exchange) [15]
applies also the DH protocol to generate a session key
between two entities after only a 4-messages exchange.
This protocol is a variant of HIP Base Exchange [53] special-
ly designed to reduce the complexity of cryptographic
computations. It uses the smallest possible set of crypto-
graphic primitives (e.g., AES-CBC instead of cryptographic
hash functions), removes digital signatures and imple-
ments static ECDH to encrypt the session key, etc. This pro-
tocol has been largely taken into consideration in the
context of IoT by many recent works [2,53]. For instance,
Meca et al. [2] propose an efficient network access
mechanism based on HIP-DEX for mobile nodes joining
the local sensor network. Besides, Hummen et al. [53] tai-
lor HIP-DEX to the IoT, in particular, by adapting the ses-
sion resumption mechanism as in TLS [13]. As such, the
constrained node performs expensive operations once
and maintains session-state for re-authentication and re-
establishment of a secure channel.

The key agreement protocols based on DH require fewer
messages to establish a session key but the computational
tasks on sensor nodes are usually complex.

5. Symmetric key pre-distribution schemes

In this sub-category, the communicating parties often
initially share some credentials before bootstrapping the
communication. The key pre-distribution mechanisms
may differ as described in the following sections.

5.1. Probabilistic key distribution

The mechanism of random key pre-distribution (RKP)
was first proposed by Eschenauer et al [48]. A typical RKP
consists of three phases: key pre-distribution, shared-key
discovery and path-key establishment. In the scheme, a
large key pool is generated. Keys are then randomly select-
ed from the key pool and distributed to sensor nodes. Any
two nodes may share a common key with a certain prob-
ability. The third phase is triggered when two nodes do
not share any common key. In this process, one node first
generates a random key K. It then sends the key to its neigh-
bors using the pre-established secure channel. The process
continues until the key K arrives at the other node. K is con-
sidered afterward as the pairwise key between both nodes.

Several solutions are inspired by this scheme [37,49-
51]. These proposals improve specially the pre-distribution
phase to enhance the key connectivity between nodes and
reduce the memory space needed for key storage. In fact,
Du et al. [37] propose a key pre-distribution scheme that
relies on the deployment knowledge and avoids unneces-
sary key assignments. Ito et al. [50] develop a scheme
based on Du et al. [37] works but the keys are mapped
on two-dimensional positions. They propose a probability
density function which provides better key connectivity.
Chan et al. [49] develop also a mechanism to reinforce
the path-key establishment phase. The basic idea is that
node A finds all possible links to a node B. It generates
for each link a random value and routes these values to
B. The common keys between A and B are protected by
these random values. The generated key will be shared

by both nodes, unless the adversary manages to eavesdrop
on all paths between them.

The probabilistic key distribution generally does not guar-
antee session key establishment between all nodes even
with the path-key establishment phase. Two nodes may
not share any common keys with a certain probability.

5.2. Deterministic key distribution

In this sub-category, the described key schemes rely on
a deterministic process to generate the key pool and to dis-
tribute keys to nodes in order to guarantee secure full con-
nectivity in the network. In deterministic solutions, the key
schemes are distinguished by the presence or not of a
trusted third party during the key bootstrapping.

5.2.1. Offline key distribution

The offline key distribution method is widely used in
WSNs because of its simplicity. Depending on the used
protocol, every node in the same network may share a net-
work key or each two nodes may have a common pairwise
key. The session key is then generated after very few data
exchanges without the presence of any third party. The off-
line key distribution provides efficiency in terms of energy
consumption because it does not require expensive crypto-
graphic computations like asymmetric approaches. How-
ever, when a sensor node is physically attacked, the
secret data stored inside the node can be exposed. Conse-
quently, the attacker can gain access to several nodes
which share the secret key with the attacked node, or in
the worst case, it may access the whole network.

In several existing works, mathematical properties have
been applied to create the model for securing key
exchanges between sensor nodes. These mechanisms are
still applicable in the context of [oT. The most well-known
schemes are based on bivariate polynomials [8,26]. In these
schemes, a node A shares with other nodes a bivariate
n-degree polynomial f(x,y). A can obtain the pairwise key
with another node B by calculating the value of f(Id,, Idg),
where Id, and Idg are the respective identities of A and B.
In the same way, B can obtain the same pairwise key, since
fllda, Idg) is equal to f{Idg, Id4). In another scheme, called the
Bloom’s scheme [38], a secret symmetric matrix D is gener-
ated from the shared secret key between two nodes A and B.
Each of them generates a public matrix I and I respective-
ly for A and B. The private keys are respectively priva =D x
I and privg = D x I for A and B. Finally, the pairwise key is
calculated by solving (priva X Ig) or (privg X I4). The problem
with these latter two schemes is that the session key will
remain unchanged for every two nodes.

SNAKE [41,39]and BROSK [40] are two key establish-
ment schemes where the session key is generated without
the need for a key server to perform key management.
These two protocols assume that all nodes in the same net-
work share a master secret key. In SNAKE, the session key
is obtained by hashing two random nonces generated from
each communicating party using the pre-shared key.
BROSK broadcasts the key negotiation message containing
a nonce. Once a node receives the message from its neigh-
bors, it can construct the session key by computing the
message authentication code (MAC) of two nonces.
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Fig. 6. Server-assisted mechanism.

Raza et al. [25] implement the standard Internet securi-
ty protocol IPsec in an IP-based WSN (using 6LoWPAN).
The authors propose mechanisms to compress the AH
and ESP header in order to integrate IPsec with the 6LoW-
PAN layer but they keep a reasonable packet size. AH and
ESP mechanisms provide origin authenticity, message
integrity and confidentiality protection of IP packets but
they do not handle the key exchange. The security asso-
ciations are established manually using pre-shared key.

The offline key distribution does not provide rekeying
operations. When the system changes to other secret keys,
all the entities in the network need to be updated to estab-
lish secure communications using the new keys.

5.2.2. Server-assisted key distribution

Due to the resource limitations of constrained devices,
the cryptographic computation and other expensive tasks
(e.g., identity management, key generation) can be handled

I
\
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at rich-resource servers. Server-assisted approaches for
key establishment protocols have been proposed in this
respect in IoT. In such protocols, message exchanges
engage two entities and one (or more) trusted server. The
server shares long-term key a priori with each communi-
cating entity. It often plays the role of a Key Distribution
Center (KDC) and then supplies the session key to each
party by re-encrypting it using the shared keys as shown
in Fig. 6.

(1) External assisted server

In this sub-category, the assisted entities are external
rich-resource servers which are located outside the WSN.
As a result, they can handle the key distribution of one or
several WSNs.

The second approach proposes in [3] is inspired by the
TLS Pre-Shared Key cipher suite [13]. Each sensor has to

Fig. 7. Proxy-based assisted server infrastructure.
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pre-install some random bytes called protokeys before the
deployment. These random bytes are used to derive the
PSK (Pre-Shared Key) key for each session. Instead of using
TPM, a central rich-resource server is employed to create
the security association between the sensor node and the
subscriber. The protokeys are also known by the trusted
server. The server then generates the same session key
for the subscriber from the protokeys.

MIKEY-Ticket [17] is an additional mode to the basic
MIKEY [22] protocol, in which a KDC is involved in the pro-
cess of establishing a security association between the two
parties. MIKEY-Ticket originated from the ticket concept of
Kerberos [18]. The KDC securely communicates with the
node initiating the protocol (Initiator) and the responding
node (Responder) by encrypting important data using the
pre-shared master key shared with each node. Neverthe-
less, the protocol is vulnerable to Denial of Service (DoS)
attacks, particularly replaying messages to the Responder.
To prevent these attacks, Boudguiga et al. [20] propose a
new key establishment, called SAKE (Sever Assisted Key
Establishment) based on the MIKEY-Ticket mode but
removing the threat of DoS attacks. SAKE allows establish-
ing security associations between the two parties after
only five exchanged messages, compared to six messages
in the original MIKEY-Ticket. Indeed, upon reception of
the first message from the Initiator, the KDC generates
the session key and contacts directly the Responder. This
change reduces one message exchange comparing to
MIKEY-ticket. Besides, as each message of SAKE contains
a MAC computed with a key shared with the receiver, the
DoS attack is mitigated.

Other IoT solutions of key distribution based on an
external server, include solutions that implement the
PANA protocol (Protocol for Carrying for Network access)
[23]. PANA runs over UDP and uses EAP [5] (Extensible
Authentication Protocol) for authentication that supports
multiple authentication methods including pre-shared
key distribution. Kanda et al. [24] propose an improvement
of PANA to adapt the resource-constraints. The main
modifications consist of reducing the number of message
exchanges (e.g., choosing EAP-PSK as the only authentica-
tion method), removing unused PANA header fields,
minimizing the collection of cryptographic primitives at
the constrained device. These proposals may effectively
reduce the PANA implementation code size at the device,
but the authors do not give an estimation of the gains that
might be obtained, for example, in terms of energy
consumption or network-response time.

(2) Proxy-based assisted server

This sub-category does not require an external server
but a proxy-based server (PBS) located within the WSN,
as shown in Fig. 7. This server is equipped with sufficient
resources and storage capacity to execute all expensive
tasks for constrained nodes. It often plays the role of a
mediator to associate the sensor nodes and other entities.
Additionally, the PBSs usually share a symmetric secret
key with the constrained nodes and the 6LBR router.

Using the same considerations, Hussen et al. [42]
propose SAKES providing secure authentication and key

establishment between a sensor node and an external
Internet host. Upon the reception of a sensor node request,
the PBS authenticates the sensor node with the help of
6LBR. It then applies a DH key agreement mechanism with
the remote server and calculates the session key (SK) on
behalf of the sensor node as the sensor node is resource
constrained. Finally, the sensor node can communicate
with the remote server in a secure manner using the SK
received from the PBS.

In this same sub-category, Saied and Olivereau [43] pre-
sent the Distributed HIP Exchange (D-HIP) protocol
inspired by HIP-BEX [54]. They use the same network mod-
el as described in Fig. 7. During the key negotiation step, a
constrained node establishes a session key with the server
using the DH protocol by delegating the 2 modular expo-
nentiation operations to the proxy nodes. It first splits its
secret exponent a into n parts a;, @y, ..., a, where n is the
number of the less constrained nodes. It then sends each
part g; to a neighbor node (proxies) PBS;. The node PBS; cal-
culates its part of the final DH session key: SK; = (g” mod p)®
where the value (g” mod p) is achieved from the remote ser-
ver (or Internet host). PBS; sends SK; back to the constrained
node. From these values, the constrained node obtains the
same final DH session key as the server (by multiplying
the n values received). This approach has a major advantage
that all expensive computation tasks are done by the PBS
nodes. However, the number of message exchanges can
be large depending on the number of PBS nodes. As we
know, the transmission cost is non-negligible and packet
lost during communication can happen at any time.

6. Discussion

Table 4 illustrates examples of security protocol solu-
tions which are implemented in WSN and IoT. It compares
these solutions using the identified criteria given in
Section 2.

At first glance, we can easily identify that most of the
general security services are well provided by the proposed
protocols. Nevertheless, few protocols support the Access
control (AC) and Privacy Protection (PP) properties. The AC
service is very important and needed in such perspective
where an Internet host can only access the sensor node
to execute actions or to retrieve data according to its access
privileges. The server-based protocols usually offer this
requirement, for example, with the help of an authoriza-
tion server. On the other hand, the PP strengthens the
anonymity of communications. This property becomes
very important in today perspective as personal data on
sensor nodes must remain untraceable by any attackers.

In the high level synthetic picture, the table shows that
the asymmetric solutions usually require high computa-
tion complexity on sensor nodes. However, these
approaches have high resilience against node capture
attacks, low memory requirements for keying materials,
few message exchanges and high scalability for large net-
works. On the other hand, the key pre-distribution
schemes offer low complexity computation which is really
beneficial for constrained nodes, but, they have their own
inconveniences, such as high communication complexity,
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Summary of proposed security solutions for IoT. Solutions are grouped based on the mentioned classification in Fig. 1.
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Some abbreviations are used: (RPKE) - Raw public key encryption, (CBE) - Certificate based encryption, (IBS) - Identity based schemes, (OKD) - Offline key distribution, (EAS) - External server assisted, (PBAS) -
Proxy-based assisted server. Eleven metrics are provided to evaluate the solutions: Confidentiality, Integrity, Authentication, Authorization, Freshness, Resilience, Computation complexity, Communication
Complexity, Memory or storage space required for keying materials, Scalability and Privacy Protection. The Resilience, Computation complexity, Communication Complexity and Memory columns can take two
different values: @ (good or medium performance level) and O (low performance level), which indicate the level of a specific protocol to support a property. Communication complexity refers to the number of
message exchanges in general until a secret key is negotiated. The (n/a) notation means “not applicable”. We define simple notations to evaluate the security services: @ - supported, O - not supported. The
evaluation of RPKE assumes the protocols that used the mentioned primitives (no real protocol reference).
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high memory space for keying materials, low level of scal-
ability for large networks and vulnerability against node
capture attacks.

7. Overview on recent trends on IoT security protocols

There are some new approaches being pushed by
researchers. They always keep their interest in both asym-
metric and symmetric approaches; even if the symmetric
paradigm is considered to be more energy efficient. The
asymmetric solutions are still preferable because of their
deployment facility, flexibility and scalability in terms of
key management. Besides, the public key paradigm allows
two entities without any prior-trust relationship with each
other, establishing a secure channel, which is generally an
important feature in real time scenarios.

The following points need to be highlighted before
designing any efficient security protocols for constrained
devices in loT:

Optimizing asymmetric solutions: The asymmetric
approaches are generally energy-consuming. The first
ambition is to reduce the required computation time in
order to save energy for sensor nodes. One can think about
adapting directly NTRU to the standard protocols because
it is currently the most energy-efficient primitive. Howev-
er, this primitive requires more memory space for keying
materials than other asymmetric primitives. Some
researchers are working on optimizing mathematical
mechanisms used in cryptographic algorithms, i.e. Marin
etal. [35] discuss a solution to optimize the ECC primitives.
They propose an optimization for the modular multiplica-
tion operation. The solution is evaluated in the widely-
used microprocessor MSP430. The authors claimed that
the optimization is presenting the lowest time and number
of required operations for ECC multiplication. Another
method to reduce the energy consumption on sensor nodes
relies on pre-computation techniques. It helps diminishing
the cost of modular exponentiations in several signature
and key management schemes, such as ECDSA or Diffie-
Hellman key exchange. The idea is to store a set of n Dis-
crete Log pairs in the form (a;, g% mod q). Then, a “random”
pair (r,g" mod q) is generated from a subset of k pairs cho-
sen randomly in the memory. The technique seems simple,
but it requires the value of n to be sufficiently large in
order to ensure the randomness of the generated pairs
(r,g" mod q). Ateniese et al. [65] improve the pre-compu-
tation techniques above and apply it to ECDSA. They show
that the almost 50% of energy is saved with ECDSA with
pre-computation compared to the original signature
scheme and also to the NTRUsign signature scheme (which
is considered to be a natural candidate in low-power
devices).

On the other hand, several researches adapt the proper-
ties of asymmetric primitives in an optimized manner to fit
in the most constrained environment of IoT. Effectively,
Moustaine and Laurent [56] propose an efficient authenti-
cation protocol for low-cost RFID systems based on an
adaption of NTRU. This adaption first delegates the com-
plex operations of NTRU (i.e. modular arithmetic, polyno-
mial multiplication) to the server. Secondly, the tags

require only additions and circular shifts to encrypt the
challenges during the authentication phase. Besides, the
protocol is resistant against classical attacks including
replays, tracking and man in the middle attacks with very
low requirements for computation.

As another asymmetric technique, Zero-knowledge
proofs (ZKP) [16,34] is also a candidate for future proposals
in IoT. ZKP are interactive proof systems involving two
entities: a prover and a verifier. The prover demonstrates
the knowledge of a secret to the verifier without revealing
a single bit about the secret. ZKP relies on some hard math-
ematical problems, such as the factorization of integers, i.e.
[16] or the discrete logarithm problem (DLP) [34]. This
mechanism is commonly used in WSN for node authenti-
cation. For example, the authors in [34] provide an efficient
authentication scheme based on DLP over elliptic curve
groups. The scheme requires only three messages between
the prover and verifier. ZKP has advantages in terms of the
amount of messages being sent and the memory usage on
nodes as also mentioned in [16,34]. One can benefit ZKP to
propose an efficient key bootstrapping protocol in IoT with
the node authentication provided by ZKP.

Tailoring the existing standard protocols to IoT: Stan-
dard security protocols can be adapted to work in con-
strained and heterogeneous environments of IoT. As
described in this document, many attempts have been
done to adapt and apply standard protocols in the context
of IoT, for example, DTLS [4,36], IPsec [25], IKEv2 [59], HIP-
DEX [2,15,53]. As another example, Kivinen [57] propose a
minimum implementation of standard IKE [58] by remov-
ing the requirement for certificates. This minimum variant
defines only two message exchanges for key negotiation
and provides entity authentications using pre-shared key
approach. On the other hand, Migault et al. [55] suppose
that the security associations between entities are estab-
lished using existing mechanism like IKEv2. They are inter-
ested in the security of packet transmissions by proposing
Diet-ESP - an adaptation of ESP (Encapsulation Security
Protocol) to IoT in order to compress and reduce the ESP
overhead. The authors define mechanisms to remove or
reduce some “unnecessary” or “larger than required” ESP
fields for the specific needs or applications of IoT devices.
However, the deployment of Diet-ESP has to keep the
trade-off between the security requirements and the bat-
tery life time of constrained devices. Indeed, as depicted
by the authors, small SPI (Security Parameters Index) size,
small size of ICV (Integrity Check Value) and removing SN
(Sequence Number) expose the devices to respectively
Denial of Service, spoofing and replay attacks.

Using hybrid approaches: Another trend consists of
combining the advantages of both symmetric and asym-
metric solutions. Meca et al. [2]| choose HIP-DEX (an asym-
metric technique) [15] to provide access to a local sensor
network. A mobile node is authenticated with help of a
central server. If the authentication is successful, the server
sends securely the necessary parameters for the mobile
node by encrypting the data with the session key generat-
ed after the DH exchanges. These parameters are actually a
bivariate polynomial used to bootstrap secure communica-
tions with a local node (a symmetric technique). The pair-
wise key generated by the shared polynomial is employed
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as a master key to generate multiple session keys for speci-
fic purposes.

The presence of a third party in such hybrid approach
becomes essential in the IoT. Firstly, the rich-resource ser-
ver is expected to support almost all heavyweight compu-
tations. As such, the sensor nodes with limited energy and
capabilities are no longer involved in this expensive pro-
cess as described in [42,43]. The constrained node can
establish a communication with external hosts without
implementing the full asymmetric process. Additionally,
the assisted servers are capable to provide fine-grained
access control such that only authorized actions are
executed on sensor nodes.

8. Conclusion

This paper studied multiple secure, lightweight and
attack-resistant solutions for WSNs and IoT based on iden-
tified security requirements and challenges. We also pro-
vided a novel classification of existing protocols relying
on their key bootstrapping approach to establish a secure
communication channel. These protocols and techniques
are analyzed according to different criteria in order to
identify the advantages and drawbacks of each protocol.

Using this methodology, we noted that symmetric
approaches are not anymore the default choice for IoT.
Public key cryptography is likely to be increasingly recom-
mended in the IoT context, provided that the associated
asymmetric techniques are properly optimized. A trusted
third party will also certainly take a more active role to
secure the IoT and to adapt to its heterogeneous nature.
Additionally, security protocols should take into account
the resource-constrained feature of things. Heavyweight
cryptographic operations i.e. based on RSA and Diffie-Hell-
man agreement protocols should be replaced by light-
weight operations, i.e. using symmetric cryptography or
applying more lightweight asymmetric primitives such as
ECC and NTRU. Besides, lightweight security protocols are
also needed to reduce the communication complexity.
Aside from performance concerns, the future proposed
security solutions will offer perspectives on new applica-
tions that increasingly expand the coverage of capabilities
and features offered by IoT devices making them more and
more intelligent.
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