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Abstract— In this paper, we propose four data mining models
for the Internet of Things, which are multi-layer data mining
model, distributed data mining model, Grid based data
mining model and data mining model from multi-technology
integration perspective. Among them, multi-layer model
includes four layers: 1) data collection layer, 2) data
management layer, 3) event processing layer, and 4) data
mining service layer. Distributed data mining model can
solve problems from depositing data at different sites. Grid
based data mining model allows Grid framework to realize
the functions of data mining. Data mining model from multi-
technology  integration  perspective  describes the
corresponding framework for the future Internet. Several
key issues in data mining of IoT are also discussed.
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1. INTRODUCTION

The Internet of Things (IoT) refers to the next
generation of Internet which will contain trillions of nodes
representing various objects from small ubiquitous sensor
devices and handhelds to large web servers and
supercomputer clusters [23]. It is the next technological
revolution after the revolution of computer and Internet. It
integrates the new technologies of computing and
communications (eg. sensor networks, RFID technology,
mobile communication technologies, real-time
localization, ubiquitous computing and IPV6 etc.) and
builds the development direction of the next generation of
internet. [oT is the core of Smart Planet that is proposed
by IBM Corporation. Smart objects of the Internet of
Things (eg. sensor inputs, actuators etc.) are able to
communicate via the internet based on the new
technologies of information and communication.

S. Haller et al.[2] have given the following definition of
IoT : “A world where physical objects are seamlessly
integrated into the information network, and where the
physical objects can become active participants in
business process. Services are available to interact with
these ‘smart object’ over the Internet, query their state and
any information associated with them, taking into account
security and privacy issues.”

Prof. Liu [3] has provided the ideas of IoT from the
aspects of technology and economy respectively: “From
the viewpoint of technology, IoT is an integration of
sensor networks, which include RFID, and ubiquitous
network. From the viewpoint of economy, it is an open
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concept, which integrates new related technologies and
applications, productions and services, R. & D., industry
and market.”

The Internet of Things will produce large volumes of
data. Let us take a supermarket in a supply chain, which
adopts RFID technology, as an example. The format of
raw RFID data is of the form: EPC, location, time. EPC
represents the unique identifier read by an RFID reader;
location is the place where the reader is positioned; and
time is the time when the reading took place. It needs
about 18 bytes to save a raw RFID record. In a
supermarket, there are about 700,000 RFID tag. So for a
RFID data stream of a supermarket, if the supermarket has
readers that scan the items every second, about 12.6 GB
RFID data will be produced per second, and the data will
reach 544TB per day. Thus, it is necessary to develop
effective methods for managing, analyzing and mining
RFID data. The data in the Internet of Things can be
categorized into several types: RFID data stream,
address/unique identifiers, descriptive data, positional data,
environment data and sensor network data etc [1]. It
brings the great challenges for managing, analyzing and
mining data in the Internet of Things.

II. RELATED WORKS

As a completely new paradigm of Internet, researches
on the Internet of Things are still at the preliminary stage.
Currently, there are some works about data mining in the
Internet of Things, which mainly include the following
three aspects:

Some works focus on managing and mining RFID
stream data. For example, Hector Gonzalez et al.[4]
proposed a novel model (RFID-Cuboids) for warehousing
RFID data, which preserves object transitions while
providing significant compression and path-dependent
aggregates. RFID-Cuboids maintain three tables: (1) Info
table, which stores path-independent information about
product, (2) Stay table, which stores information about
items that stay together at a location, (3) map table, which
stores path information for performing structure-aware
analysis. Hector Gonzalez et al.[5] adopted FlowGraph to
represent the transportation of commodity, and also used it
for multi-dimensional analysis of commodity flows. In
reference [6], Hector Gonzalez et al. proposed a kind of
compressed probabilistic workflows that capture the
movement and significant exceptions of RFID flows. Elio



Masciari [8] researches outlier mining in RFID data
stream.

Some works interest in query, analyze and mine
moving object data which is generated by various devices
of IoT, e.g., GPS devices, RFID sensor networks, RADAR
or satellites etc. For example, Xiaolei Li et al. [7] put
forward a new framework, called ROAM, which is used
for anomaly detection in moving object. In reference [10],
Jae-Gil Lee et al. developed a novel partition-and-detect
framework for trajectory outlier detection of moving
object. Jae-Gil Lee et al. BT also put forward a new
trajectory classification method called TraClass using
hierarchical region-based and trajectory-based clustering.
In reference [11], a partition-and-group framework is
proposed for trajectory clustering of moving object.

Other works are knowledge discovery from sensor data.
Sensor network has several characteristics, e.g., limited
resources, easy deployment of sensors, no maintenance,
multi-hop and mass data etc. So data mining in sensor
networks has its own features. Joydeep Ghosh [12]
proposed a general probabilistic framework that allows
supervised learning under the constraints of
computational/memory/power limitations. Betsy George
et al.[13] put forward Spatio-Temporal Sensor Graphs
(STSG) to model and mine sensor data. STSG models are
able to discover different types of patterns: anomaly
patterns, centralized locations at each time interval, and
nodes of future hotspot. Parisa Rashidi et al. [14]
developed a novel adaptive mining framework for pattern
mining from sensor data, which adapt to changes in data.

Although there are several contributions towards data
mining from IoT, they mainly focus on the rudiments of
IoT, eg. sensor network, RFID etc. As a completely new
paradigm of Internet, IoT is still lack of models and
theories for directing its data mining.

III. DATA MINING MODELS FOR THE INTERNET OF THINGS

A. Multi-layer data mining model for IoT

According to the architecture of IoT and data mining
framework of RFID [15], we propose the following multi-
layer data mining model for IoT as shown in Fig 1, which
is divided into four layers: data collection layer, data
management layer, event processing layer and data mining
service layer.

Among them, data collection layer adopts devices, e.g.
RFID Reader and sinks etc., to collect various smart
object’s data, which are RFID stream data, GPS data,
satellite data, positional data and sensor data etc. Different
type of data requires different data collection strategy. In
the process of data collection, a series of problems, e.g.,
energy-efficiency, misreading, repeated reading, fault

tolerance, data filtering and communications etc., should
be well solved.
Data management layer applies centralized or

distributed database or data warehouse to manage
collected data. After object identification, data abstraction
and compression, various data are saved in the
corresponding database or data warehouse. Take RFID
data as an example, the raw format of RFID data stream is

(EPC, location, time), where EPC marks smart object’s ID.

After data cleaning, we can obtain Stay table which
contains records as the format (EPC, location, time_in,
time_out). Then we use data warehouse, called RFID-
CUBOID, to save and manage the corresponding data,
which includes Info table, Stay table and Map table. Based
on RFID-CUBOID, users can online analytical process
RFID data conveniently. Besides, XML language can be
adopted for describing data in IoT. Smart objects are
connected with each other via the data management layer
in the Internet of Things.

Event is an integration that combines data, time and

other factors, so it provides a high-level mechanism for
data processing of IoT. Event processing layer is used to
analyze events in IoT effectively. Thus we can perform
event-based query or analysis in event processing layer.
The observed primitive events are filtered, and then
complex events or events that are concerned by user are
obtained. Then we can aggregate, organize and analyse
data according to events.
Data mining service layer is built based on data
management and event processing. Various object-based
or event-based data mining services, such as classification,
forecasting, clustering, outlier detection, association
analysis or patterns mining, are provided for applications,
e.g., supply chain management, inventory management
and optimization etc. The architecture of this layer is
service-oriented.
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Fig. 1 Multi-layer data mining model for IoT

B. Distributed data mining model for [oT

Comparing with the common data, data in IoT has its
own characteristics. For example, the data in IoT is always
mass, distributed, time-related and position-related. At the




same time, the data sources of IoT are heterogeneous, and
the resources of nodes are limited. These characteristics
bring several problems to centralized data mining
architecture. At first, mass data of IoT is stored in
different sites. Therefore, it is difficult for us to mine
distributed data by centralized architecture. Secondly, data
in IoT is mass and needs preprocessing in real time. So if
we adopt central architecture, the requirement for
hardware of central nodes is quite high. Thirdly, for the

consideration of data security, data privacy, fault tolerance,

business competition, legal constraints and other factors,
the strategy of putting all relevant data together is often
not feasible. Fourthly, the resources of nodes are limited.
The strategy of sending all data to central nodes does not
optimize the use of energy-costly transmissions. In most
cases, the central nodes do not need all data, but some
estimates of parameters. So we can pre-process the raw
data in the distributed nodes, and then send the necessary
data to the receiver.

Distributed data mining model for IoT is not only able
to solve the problems brought by distributed storage of
nodes, but also decompose the complex problems into
simple ones. Thus the requirement of high performance,
high storage capacity and computing power is reduced. In
this paper, we propose a distributed data mining model for
IoT, as shown in Fig. 2.
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Fig. 2 Distributed data mining model for IoT

In this model, the global control node is the core of the
whole data mining system. It chooses the data mining
algorithm and the data sets for mining, and then navigates
to the sub-nodes containing these data sets. The sub-nodes
receive the raw data from various smart objects. These
raw data is pre-processed by data filter, data abstraction
and data compression, and then is saved in the local data
warehouse. Local models are obtained by event filtering,
complex event detection and data mining in local nodes.
According to the demand of the global control node, these
local models are submitted to the global control node and
aggregated together to form the global model. Sub-nodes
exchange object data, process data and knowledge with
each other. The whole process is controlled by the multi-
agent based collaborative management mechanism.
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Fig. 3 Grid based data mining model for IoT

C. Grid based data mining model for loT

Grid computing is a novel computing infrastructure,
which is able to implement heterogeneous, large scale and



high performance applications. As the same to IoT, Grid
computing receives an increasing attention both from
industry and the research community. The basic idea of
Grid is that users can make use of the computation
resources of Grid as the same as power resources. Various
computing resources, data resources and devices resources
can be accessed or used conveniently. The basic idea of
IoT is to connect various smart objects via internet. Thus
smart objects become intelligent, context-awareness, and
long-range operable. Therefore we may regard smart
objects of IoT as a kind of resources for Grid computing,
and then use data mining services of Grid to implement
the data mining operations for IoT.

P. Brezany et al. [19] proposed a fundamental
infrastructure  called GridMiner, which supports
distributed online analytical processing and data mining.
In reference [20], A. Congiusta discussed design aspects
and implementation choices of WSRF-compliant Grid
Services. In this paper, based on DataMiningGrid [21]
which was put forward by Stankovski, V. et al., we
propose a Grid-based data mining model for IoT, as
shown in Fig. 3.

The differences between DataMiningGrid-based data
mining model for IoT and DataMiningGrid is the part of
software and hardware resources. IoT provides more types
of hardware, e.g., RFID tags, RFID Readers, WSN,
WSAN and Sensor networks etc. It also offers various
software resources, e.g., event processing algorithms, data
warehouse and data mining applications etc. Globus

Toolkit 4 is adopted to implement various services of Grid.

We also can make full use of high-level services of
DataMiningGrid, client components of DataMiningGrid
for data mining in IoT.

D. Data mining model for loT from multi-technology
integration perspective

The Internet of Things is one of the most important
development directions of the next- generation Internet. At
the same time, there are still a number of new directions,
e.g., trusted network, ubiquitous network, grid computing,
cloud computing etc. Therefore, from the perspective of
multi-technology  integration, = we  propose  the
corresponding data-mining model for IoT, as shown in
Figure 4.
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Fig. 4 Data mining model for IoT from multi-technology integration perspective

In this model, data comes from the context-awareness
of individuals, smart objects or the environment. 128-bit
IPV6 address is adopted, and a variety of ubiquitous ways
are provided for accessing to the future Internet, such as:
Intranet/Internet, FTTx/xDSL, sensor devices, RFID,
WLAN/WIMAX, 2.5/3/4G mobile access and so on.
Trusted control plane is able to ensure credibility and
controllability of data transmission. On this basis, we
carry out data mining tools and algorithms, and submit
gained knowledge to various service-oriented applications,
such as intelligent transportation, intelligent logistics etc.

IV.KEY ISSUES IN DATA MINING OF IOT

A. Data collection from smart objects of loT

When we conduct our data collection from smart
objects of IoT, the special needs of smart objects should
be taken into account. For example, if we want to collect
data from distributed sensor networks, energy-efficiency,
scalability and fault-tolerance should be considered. A
series of strategies, e.g., data aggregation, can be adopted.
Thus, the amount of transmission data is reduced, and the
utilization of energy of sensor nodes is promoted. In
reference [12], in order to reconcile the goals and conflicts
in the process of sensor network data mining, Joydeep
Ghosh proposed a general probabilistic framework under
the  constraints of  computational/memory/power
limitations.

B. Data abstraction, compression, index, aggregation
and multi-dimensional query

The Internet of Things will produce a massive data of
smart objects. Therefore, it is necessary to consider how to
manage data of IoT effectively and how to implement
online analytical query and processing conveniently [1, 5].
Data of smart objects has its own characteristics: (1) In the
environment of IoT, devices such as RFID and sensors
will produce massive data streams. (2) Data of smart
objects is likely to inaccurate, and usually is time-related
or location-related. (3) Data of smart objects tends to have
its own implicit semantics. So it is necessary to recognize
the implicit semantics of data. The characteristics of [oT
data put forward new demands for data management and
data mining. The key issues are includes:

1) Identification and addressing of smart objects: In
IoT, the number of entities of smart objects will be
billions. In order to query or interact with smart objects, it
is necessary to realize smart objects’ identification and
addressing effectively.

2) Data abstraction and compression. Effective
methods should be developed for filtering redundant data.

3) Data archive, index, scalability and access control
for 10T data.

4) Data warehouse and its query language for multi-
dimensional analysis.

5) Interoperability and semantic
heterogeneous data of loT.

6) Time-series level and event level data aggregation.

7) Privacy and protection problem in data
management of IoT.

intelligibility for



C. Event filtering, aggregation and detection

Event filtering and complex event processing are used
to process simple events in data. The whole process
includes the following steps. At first, data are aggregated
according to events. The primitive events are filtered, and
valuable events are obtained. And then, these simple
atomic events are integrated into complex events. Thus we
can detect the corresponding business logic by detecting
complex events. For example, Tai Ku et al. [17] proposed
a new complex event-mining network for monitoring
RFID-enable application, and defined the fundamental
concepts for the event management of supply chain, which
uses RFID technology.

D. Centralized data processing and mining VS.
Distributed data processing and mining

In different situations, centralized or distributed data
processing and mining models can be adopted flexibility.
Let’s take distributed sensor network as an example.
Under the constraints of nodes’
computational/memory/power limitations, the strategy of
sending all data to sink nodes does not optimize the use of
energy-costly transmissions. In fact, in most cases we do
not need all raw data, but are interested in some values of
parameters. Therefore, a better approach is to pre-process
data at each distributed nodes in advance. And then only
necessary data is sent to sink nodes.

E. Research on data mining algorithms for loT

Based on data management and event processing for
IoT, a key issue is to study the novel data mining
algorithms for IoT. The main tasks include classification,
forecasting, clustering, outlier detection, association
analysis, spatial and temporal patterns mining for IoT. For
example, Chen Zhuxi et al.[16] proposed the frequent
closed-path mining algorithm for RFID applications. Elio
Masciari [8] studied outlier detection from RFID data
stream.

F. Data mining towards the next generation of Internet

The next generation of Internet has many potential
direction of development: IPV6 technology, ubiquitous
networks, trusted network, semantic web, Grid (Semantic
Grid, Data Grid and Knowledge Grid), service-oriented

applications, optical transmission and cloud computing etc.

In the next generation of Internet, these new technologies
will integrate with IoT. Therefore, many new data mining
problems need to be studied intensively. For example,
semantic-based data mining from IoT, Grid-based data
mining from IoT and Service-oriented data mining from
IoT etc.

V. CONCLUSIONS AND FUTURE WORKS

As an important development direction of the next
generation of Internet, the Internet of Things attracts many
attentions by industry world and academic circles. IoT
data has many characteristics, such as distributed storage,
mass time-related and position-related data, and limited
resources of nodes etc. These makes the problem of data
mining in IoT become a challenge task.

In this paper, we propose four data mining models for
the Internet of Things, which are multi-layer data mining
model, distributed data mining model, Grid based data
mining model and data mining model from multi-
technology integration perspective. Among them, multi-
layer model includes four layers (e.g. data collection layer,
data management layer, event processing layer and data
mining service layer). Distributed data mining model can
well solve the problem arose from depositing data at
different sites. At the same time, the complexity of
problem is decomposed, and the requirements of high-
performance, high storage capacity and high computing
power for central nodes are reduced. Grid based data
mining model adopts Grid framework to realize the
functions of data mining. Data mining model from multi-
technology integration perspective describes the
corresponding framework for the future Internet. Several
key issues in data mining of IoT are also discussed.

Possibilities for future work include: a) studying
various data mining algorithms for IoT; b) implementation
of Grid-based data mining systems and the corresponding
algorithms.
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